OmniVista 3.5 Resource Manager Help

Getting Started with Resource Manager

The Resource Manager application, shown below, enables you to manage the firmware
configuration files in network switches. The Resource Manager application makes it possible to:

Backup the current firmware configuration files in network switches to the OmniVista
server, and restore the configuration files to the switches when desired.
Import new or upgraded image and firmware files into OmniVista, and install the new

files in network switches when desired. (Note that all new image files must be provided
by Alcatel-Lucent Customer Service.)
Run Inventory Reports on network switches that enable you to examine a switch
configuration before performing the functions described above.
Assign customized Banner and Captive Portal Web Interface files to switches in the

network.

Resource Manager displays three tabs. The Backup/Restore tab enables you to manage the

backing up and restoring of current firmware configurations. The Upgrade Image tab enables you

to manage the importation and installation of new firmware files. The Inventory tab enables you
to run switch Inventory Reports and, for convenience, also enables you to initiate switch
backups.

Click Resource
Manager in the

Task Bar to open

Resource Manager

the application. L . % [y
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Backup/Restore Tab

The Backup/Restore tab enables you to backup configuration files to the OmniVista server, to
view a detailed list of the files saved to the server during an individual backup, and to restore
configuration files to the switches from which they were originally taken. As shown below, the
top pane of the Backup/Restore tab, labeled "Backup Files,"” lists the switch backups that
currently exist on the server. Select any backup listed and the bottom pane, labeled "File
Details," lists the individual files that were saved to the server during the backup.

Note: Backup/Restore support using the Resource Manager application is currently
available on OS6200 devices.

Backup/Restore Tab
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Icons in the Resource Manager Tool Bar, shown below, enable you to backup switches and
restore the backups when desired. Backups are performed from the Backup Configuration
Wizard, shown below, which opens when the Backup Device icon is clicked. See “Using the
Backup/Restore Tab” on page 8 for more information on the functionality available from the

Backup/Restore tab.
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Click Restore Backup icon to restore
selected backups to switches.

Click the Backup Device icon to backup switches.
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Backup Configuration Wizard

When you click the Backup Device icon to backup switches, Page One of the Backup
Configuration wizard displays, as shown below. Page One of the wizard (shown below) displays
two options, Backup By Devices and Backup By Maps. The Backup By Devices option lets
you back up switches by devices and the Backup By Maps option lets you back up switches by
regions. If you select the Backup By Devices option and click the Next button, Page Two of the
wizard will display a list of all the devices known to OmniVista. However, if you select the
Backup By Maps option and click the Next button, a list of all the regions defined in the
Topology application will be displayed in Page Two.

Select the desired option in Page One and click the Next button. Page Two of the Backup
Configuration wizard displays.
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Backup Configuration Wizard - Page 1
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Page Two of the wizard (shown below) either displays a list of devices (note that the list does not
include all devices in the list of All Discovered Devices) or a list of network maps to back up
based on the option selected in Page One. Select one or more devices/maps that you want to
backup and click the Next button. Page Three of the Backup Configuration wizard displays.

Backup Configuration Wizard - Page 2 (Devices)
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Backup Configuration Wizard - Page 2 (Maps)
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Page Three of the Backup Configuration wizard (shown below) enables you to enter a
description of the firmware to be saved, specify the type of backup you want performed, initiate
the backup process, and monitor its progress. Page Three of the wizard also enables you to
schedule the backup for a later time or date, if desired.

Backup Configuration Wizard - Page 3
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Upgrade Image Tab

The Upgrade Image tab enables you to upgrade software, firmware, and FPGA (9000 series
only) files. It is also used to perform an In-Service Software Upgrade (ISSU) on the CMM
images (available only on 9000E Series Switches with redundant CMMs running AOS 6.4.1)
Import the latest files from the Customer Support Web Site and use the "Upgrade Software"
Wizard to upgrade a switch(es). As shown below, the top pane of the Upgrade Image tab, labeled
"Upgrade Files,"” lists the imported firmware packages that currently exist on the server. When
you select an import package in the "Upgrade Files" area the individual files will be listed in the
bottom pane, labeled "File Details".

Upgrade Image Tab

10
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Individual files in the
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Caution: Never attempt to import or install firmware files or upgrade packages acquired
from any source other than Alcate-Lucent Customer Service. Image and Firmware files
are specially packaged by Alcatel-Lucent Customer Server for importation into
OmniVista, and contain an LSM file that describes the package contents to OmniVista.
Installing new images files in XOS devices may cause configuration incompatibilities.
Always check with Alcatel-Lucent Customer Support before installing new images files
in XOS devices to ensure that the image files being installed are compatible.

Resource Manager will prevent unsupported upgrades. When such an attempt is made, a
message box informing that the upgrade has been rejected is displayed. This message box
also displays details of the versions of the switch software required to successfully
perform the upgrade.
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Note: You must first complete the BootROM/Miniboot, U-Boot/Miniboot upgrade before
upgrading the FPGA or image files. If you are upgrading a 6800 series switch, you must
first upgrade the 5.3.1 software t0 5.3.1.231.R02 or later.

Installation of firmware files takes place immediately when initiated; installation of firmware
files cannot be scheduled for a later time or date. See “Using the Upgrade Image Tab” on page
18 for more information.

Inventory Tab

The Inventory tab, shown below, displays a list of the devices known to OmniVista that it is
possible to inventory and back up. (Note that the list does not include all devices in the list of All
Discovered Devices.) When the Inventory tab is displayed, icons in the Tool Bar enable you to
create an Inventory Report for selected switches and to backup selected switches, as shown
below. See “Using the Inventory Tab” on page 33 for more information.

Click Inventory icon to create an Inventory
Report for selected device(s).

Click the Backup Device icon
to backup selected device(s).
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Note: A new system file named "U-Boot" is available on OS9000 devices. This file is not
supported on OmniVista 3.0. The Resource Manager can upload "Uboot" but it will not
be automatically installed.
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Switch File Set Tab

The Switch File Set Tab is used to "push™ a command prompt banner and/or Captive Portal Web
Page files to devices on the network. Banner files can be customized to display a unique
command line banner for all devices on the network. Captive Portal, a web-based user
authentication option within the Access Guardian application, presents the user with a web page
for authentication. These web pages can also be customized by the user. See “Using the Switch
File Set Tab” on page 37 for more information.

Switch File Set Tab
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Using the Backup/Restore Tab

The Backup/Restore tab enables you to backup firmware configuration files to the OmniVista
server, to view a detailed list of the files saved to the server during an individual backup, and to
restore configuration files. As shown below, the top pane of the Backup/Restore tab, labeled
"Backup Files," lists the switch backups that currently exist on the server. Select any backup
listed and the bottom pane, labeled "File Details," lists the individual files that were saved to the
server during the backup.

Note: Backup/Restore support using the Resource Manager application is currently
available on OS6200 devices.
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Backup/Restore Tab
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ENNS '-‘: |!|"5'|11'|'-‘:| I'J':E:lCICI '-‘-1 _I|_|||:| ]:I"I‘1"’BFH Fidll Backup '-"‘I:I 15 = £
S OmniSlack 6148 [10.255.11.155 (056148 Jun 15, 2009 407,58 PM [Conniguration Onily [v3 4038 q b:"‘.:r”t T:] i
S OmniStack B148_ |10.35511.155 |D5-6148 |Jun 15, 3009 412 28 FM | Corfiguration Onfy V340,38 etz below,
el O 10355135 OS060 ; I @ donk |
KI4E-BBS0-28[10 25513195 |OSE850-4EL |Jun 15, "EI‘]'9¢1'-‘ISF‘M |Full Backup - Cenified Only [6.3.4.37BRO1_
K] Ny | [+]
%
File Details 1313 58] 0 |5 5
[¥] File Name Directory Varzion Description Dale
v | [ boolcly |Mashicertified  |5.3.4 378.R01 |Configuraion File |Jun 5, 2009 1 7:40.00 AM
= J Jadwaulimg Mashicartifod 6.34378.R1 A Liicant Achandid F-'uu]inr' Mar 25 2009 112500 AM
wl |13 Jbazeimg Mashicertified  |6.3.4.378.R01 LuceniBase Sofwara  [Mar 25 2000 11-30.00 AM
el [ Jdiagimg iMashicertified  |6.34.378.R01 |AlzaterLucant Diagnosbc Soft [Mar 25, 2008 11-35:00 AM
el |3 ddnilimg |Mashicerified | Unknown |Scftware File [Mar 35, 2000 11:35:00 AM ) )
el [ Jencrptimg [Mashicenified  6.3.4 378.R01 IAlcatekLucent Encryplion Mana_ | Mar 25, 2008 11-33.00 Al List of files that
¥ IE‘I Jeniima Mashicertified  |6.3.4.378.R01 IMcatekLucant NI software |Mar 25, 2008 11 3800 AM were saved to the
4 ._'1 Josimg \Mashicertified |63 4378 R01 (Aicatel Lucent 05 |Mar 25, _J:IJIJG i 1:40000 A I server for the
] _:3 Jreleaca img (Mashicertited |- o _-?Elea a Archive |Mar 25, 2009 11-40000 A l d itch
v |3 Jsecuimg Mashicemined  |5.3.4 378 RO1 Aleater Lucent Securily Mansge._| Mar 25, 2000 11:40.00 AM selected switch.
“lae] | restueimg [Mashicerified | Unknown ISoftware Filg |Dee 29, 2009 12.00:00 AM
¥| |54 swlogllog Imashicartified | Unknown |Log File [Mar 20, 2000 1 200,00 AM
ra _'1 swiogllog Mashicerified | Unknown Log File Mar 20, 2000 1 2:00:00 AW

e

""Backup Files" Fields
The fields in the "Backup Files" window pane are described below.

Name
The name of the switch that was backed up.

Address
The IP address of the switch that was backed up.

Type
The chassis type of the switch that was backed up.

Backup Date
The date and time that the backup was initiated.

Backup Type

The type of backup performed. The Backup type can be Full Backup (both configuration files
and image files were backed up), Configuration Only (only configuration files were backed up),
or Image Only (only image files were backed up).

Backup Version

The firmware version number of the files that were backed up. For AOS switches, this is read
from the operating system's image file. For XOS switches, this is the version number of the
primary MPM module's firmware. For the OmniStack 6024, 6048, 6124, 6148, 6300-24, and
8008, this is the version number of the Agent firmware.
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User Description
A description entered by the OmniVista user who initiated the backup.

"File Details" Fields
The fields in the "File Details" window pane are described below.

File Name

The name of the individual file that was backed up and is currently stored on the OmniVista
server. Each file name displays an icon to its left that identifies the type of the file. These icons
indicate file types as follows:

image file [
configuration file
log file

other file types [

Version
The firmware version number of the file.

Description

An Alcatel-provided description of the file. This field will supply a standard description
according to the filename extension, instead of displaying "Unknown". It will display the
following values when the file itself is unknown, but uses a standard extension:

Jog - Log file
.img - Software file
.cmd - Command file

Date
The date the file was loaded into the switch.

File Size (Bytes)
The size of the file, in bytes.

Initiating a Backup from the Backup/Restore Tab

To initiate backups for one or more switches from the Backup/Restore tab, merely click the
Backup Device icon =i, or select Backup on the Resource Manager Menu, or press Ctrl B. The
Backup Configuration Wizard opens. The first page of the Backup Configuration Wizard (shown
below) enables you to select the switches that you want to backup. When the switches are
selected, click the Next button to display page two of the Backup Configuration Wizard, which
enables you to perform the backup and monitor its progress. See “Backup Configuration Wizard”
on page 12 for further information on using the Backup Configuration Wizard.

10
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Click on the Backup Device Image Files icon. The Backup
Configuration Wizard is displayed, as shown below.

2 Dmnivista 2500 - Application: Resource Manater  Window:D M
File Applications  View ResourceManager

mrEE v e e @ (X[&H&EE] @

| BackupRestore | Upgrade Image | Inventory | Swtch File Set |
[Backup Files BR[O
Name Address Type Diate Backup Type | Versipn
Marvell 10.285.11.34 CS6200-F24 Jun 16, 7009 4:07:53 FM Configuration Cnty 1.7.0.13
Marvell 10.255.11.34 056200-P24 Jun 15, 27009 4:12:28 FM Full Backup 1.7.013
- NME_125 10.255.11.125 056300-24 Jun 15, 3009 4:07:53 FM Configuration Onby 22015
i MME 125 10.255.11.125 036300-24 Jun 15, 7009 4:12:28 FM Full Backup 22015
el Omnigtack G148 [10.255.11.155 05-6148 Jun 15, 7009 4:07.58 PM Corfiguration Cribt |¥3.40.26
== Omniftack G148 [10.265.11.155 O5-6148 Jun 16, 7009 4:12:28 FM Configuration Onty W3A0.36
OSE600 10.355.13.5 058600 Jun 15, 2009 4:12:38 FM Full Backup - Cerifled Only [6.3.4.376.R01_ |
SAN-K14E-BBE0-48(10.255.13.195 QSE850-4BL Jun 15, 2009 4:12:28 FM Full Backup - Cenifed Only |6,3.4, 378 RO1
+ [ | [+
File Details hans[R[ 2 [&
[v] File Name | Directary Warsion Description | Diate
vl | pooter Maghucedifigd  |6.3.4.378R0 |Config 1 Filg |Jun §, 2009 1240000 AW
vl [ Jadwoutimg |Mashicertified  |6.3.4378.R01 MlcatekLucent Advanced Routing Mar 25, 2008 11:3% 00 AM |
wl |3 Joase.img Mashicertified  |6.3.4.378.R01 AlcalekLucent Base Software  |Mar 25, 2008 11:38:00 AW
w| |19 Jdiagimg Mashicedtified  |6.3.4.378.R01 AlcatelLucent Disgnostic Soft . | Mar 25, 2008 11:35:00 AW
vl |15 Janlimg Mashuzerified | Unknown Soiftware File | Mar 25, 200 11:3000 AWM
[ Jencryptimg Mashicedified  |6.3.4.378R01 |AlcatekLucent Encrypltion Mana. .| Mar 25, 2009 11:39.00 AM
| |3 Jeniirmg [Mashutertifed 16.34.378.R01 (MeatekLucent Ml software |Mear 25, 2009 11: 29000 M |
wl B Josimp [Mashicertited |6.34.378.R01 AlcatetLucent O [Mar 25, 2009 11 4000 AM
| | Jrelease img Mashicarified - Feleasa Archive | Mar 25, 2008 1140000 A |
v [ Jzecuimg fMashicertified  |6.3.4.378.R0 AlcatelkLucent Security Manage. | Mar 25, 2008 1140000 AM
[ rescueimg Maghizerified |\ Unknown Soiftwiare File |D@e 29, 3009 12:00:00 AM
Wl [Eh swlant og [mashrcantifed  |Unknoem |Log File [mar 20, 2009 1 Z:0000 A%
E swlng2 log Mashicertified |Unknown Lag Fila | War 20, 2008 1 2 00000 A
4] i I

Backup Configuration Wizard (Page One)
Configuration

Salect Backup Method

) Backup By Dindces

) Backup By Maps

“Backup By Devicies" alows you 1o stld devices imlhidually (o the backup task,
however onca the task is scheduled ihe devices intha task cannot be changel,

“Backup By Maps"can be used to backup divices by linking the backup task with
Topology maps. The scope of a schaduled backup task can e dynamically modified
wilhoul having o dedete and recreate the tazk by addingdeleting S wilches to the
rapes in Topology.

Thits wizard will walk you
Abrough the process: of
creafingscheduling a
backup for the salectad
Sl ches. CERCH e Hilp
hutton for informetion on | |

creatimyscheduling bachup -
configuraiion options. | =Back || Het = || Backup Condiguration l Close J| Cancel || Help |
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Initiating a Backup from the List of All Discovered Devices

You can also initiate backups from the list of All Discovered Devices in the Topology
application. To do this, follow the steps below.

1. With the Topology application current, select Switches in the Tree, as shown below. The list
of All Discovered Devices displays.

2. Select the switches in the list of All Discovered Devices that you want to back up. To select a
single switch, merely click on it. Shift-click to select multiple contiguous switches. Ctrl-click to
select multiple noncontiguous switches. Then click right to display a popup menu.

3. Select Backup Configuration on the popup menu. The Backup Configuration Wizard opens
with page two displayed. Page two of the Backup Configuration Wizard enables you to back up
the selected switches and monitor the backup process. See “Backup Configuration Wizard” on
page 12 for further information on using the Backup Configuration Wizard.

1. Select switches in
the tree.

2. Select the switches that you want to backup
and click right. A popup menu displays.

3. select Current Window or 4_Select Backup Configuration. The

New Window. Backup Configuration Wizard displays.
File Appcations View Swilches Help
NDNEE B [« e B x 537 @ = swiches [= =
Hebwrork B;E,",:’I_ s |} MIDiscovered Devices AR B ] =
B et .a| '_IH' Hamin Addnass DINE Marmia ] Warsion Backup Date | Backup i
£l i il no-name 10.255.11.104 OEE200-48  [6.1.1.502 01 -
‘_‘1 3ur:l|:',el‘ T argat 10.355.11.109 OS6800-24 6.1 2130 A01
L w hB-S wTargat AN PRS 11 191 | 0E9700 6.1.1.634 RO1
R - Kile1 Curmend Winedow b OE6200.24 (612144 R01
Logical Meteork Wl no-name| | P
no-name | '
WeTargat | ©ma Moce [E33R01
ﬁ ' Wiy Hawe| Pall Node 17RO
NKE_123_| Configure Traps »133R04
=l no-name i
w8 s a5 | Pollfor Traps iE
@ W P | S o YWorking St ali 3 BE3A0
BI0001 = | Retoot ¥ Locate End-Stations  153R02
W FLULE2 | EEL
- n " d
i E50001 A1 Copy Carified ToWarking L B:udu.m- Canfiguration L 9.R03
Hewk_210| Copy'Working To Cerlified 0EEE4a 5.4.Y99. RO1
l:: Kile_135 | Ieveetory SEE00.48 61,2140 R01
KiteZ _MWW3 | " 0E6800-24 |61 216.R0Z
P WE: b b1 O ol 453100
. | T e *
- 4 k
Edit
Securdy Farrmcna: Help
Addeirigir
e
Duate Application Type Massage
Tk oJan A9 £2050 P 2000 Hesauwrce Manager & Info Start Reading Upgrade Images... | =
Thu Jan 19 17: 2153 PST 2006 Fasource Manager @ Info

Malus | Nolfications

Backup Configuration Wizard

Completed Healing Upgrade Imags =
k

Page Two of the Backup Configuration wizard enables you to select either devices or regions
that you want to backup. This page displays either a list of the devices known to OmniVista (note
that the list does not include all devices in the list of All Discovered Devices) or a list of regions
(as defined in the Topology application) that is possible to back up. To select a single
device/region in the list, merely click on it. Shift-click to select multiple contiguous
devices/regions. Ctrl-click to select multiple non-contiguous devices/regions. Click the Next
button when you have made your selections.
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Note: The information fields displayed for each device are identical to those displayed in
the list of All Discovered Devices. For information on these fields, refer to the Topology
help.

Select the devices you want to back up. Shift-click
to select multiple contiguous devices. Ctrl-click to
multiple non-contiguous devices.

ﬂ:‘ Resource Manager Backup Conliguration
Address OME Name Type Wersian Last Upgrade St |
102551111 EaTO0n E.1.550ER01 |Successiul dmaga) = |
110.356.11.122 |05EB50-UZ4X [6.2.1.B00 R0 [Successiul (mage)
10.256.11.123 |QEE200-U2 150083 (Buctesstal dradge
no-nama 1025511134 |EE200-P24  |1.5083 Buccessul magal
Mg 125 10.255.11.125 OEEI00-24 22015
Full_aron [10.255.11.126 1084700 6.31B1ER01 (S ful (Image)
g Fuii_aron 110.265.11.127 |0Ea700 6.21.B18.R01 [Successful (mage)
Fiiji_9&00 10.255.11.128 | k59800 631BER0 Successiul (Image
no-nama 10.255.11.128 |EaT00 631818 R01_|Successiul (image)
s-dist-54 10.255.11.135 OEERO0-48 615467 RO1
(B OSEBS0_48M 152 1025511152 DEBESO-48 6.31.B13RM
wd QinniStack 6148 |10.255.11.155 106-6148  VI4DH |
LR 110.255.11.159 | OGEB00-43 B.31.7B4 ROT |
i LAN-0SE3 2 [10.255.11.183 |EEI00-24 1.000.0 |
3 1025511154 OEER50-24 613863 R0 el
10.255.11.1597 OmniSR-5 444156
110.255.11.199 19E3800 6.31.818R0 |Suctesstul image)
10.255.11.218 |¥E9E00 631818 R0 Successiul (mage
110.255.11.225 |EERZY 5.1.6.386ROZ |
10.255.11.237 OEEEY 5.1.6.386.R0Z
10.255.11.278 JEER4E 5.1.6.3B6.R0OZ
110.256.11.229 1066648 |6.16.386.R02 |
110.255.11.230 |OSEEO0-P24 5.1 63BE.R0Z |
|10.255.11.23 |HEEEAE 5.1.6.386.R0OZ |
10.2585.11.232 OEER2Y 5.1 6.3B6.ROZ
This wizard will walk you 10.255.11.233 EEE24
through the process of 110,255,11.234 |056E4E 516,386 R0Z |
creating'scheduling a 110.255.11.235 |EEE4E 51.6386.ROZ |
backup for the selected 10.255.11.236 | SER2Y | =]
swilches. CHok the Help ) 10.255.11.237 OEEE 5.1.6.386.R02 ’:i
button for information on 1 [ | r |
creating'scheduling backup - = == =
canfiguration oplions. < Back Hext > Backup Copliguration | Close 1 Cancel || Help |

If Backup By Maps is selected in the Backup Configuration wizard, a list containing all maps
defined in Topology will be displayed. Click on the desired map. All the devices belonging to the
selected map will be displayed in Device(s) in Selected Map(s) section.
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Select the region for which
the backup has to be performed

Parent Map Wiew Parmission
Lagical Hstwork Al Users T=
Lagical Nebark: I
Phyrsical Hateark All Usprg
Prypsical Matwark _:J|U$E§S
Fivysical Hetwark Al Usenz 3
Phwsical Hatwark 1Al Users All the maps defined
= | Pharaical Matwark All Ugers t 1
Lo 0t ot Fhslealtiotwor TAlsers 1 || in Topology will be
135.19.0005 Physical Hateark [Alzers displayed here
140,000,046 Plwsical Natwirk All Usgns
TRVEE00NE  |[Physical Hatwrk All Usees
15112.0011% Phvysical Natwark Al Users
17210000016 Physical Hatwark (Al Users
1721600018 Physical Natwark TAll Users £
Devices In Selected Map(s) : B TR
Mame Addrags DME Name Tvpe i Werzion
faloncmm 1025511100 | [057700 [516393R0T &
Wite Fiber UZd4  [10.255.11.101 OSEEOD-LEH  |53.0181R02 |=
TME_FAe_ 10z, (1025501102 OGRS 51B1T0R0Z |
nime-eat103 10.255.11.103 OmMSIEE __ |445 £
eTargel 1025511 104 i ogGa004a (531 AR0E All the devices
veTargel 0256511111 I 1053700 [6.1.1 624 R01 belonging to the
Ve 1025511112 OEGHO0-FE B2 eEROZ ;
o-name 110K 1025541119 OmniERs 453 selected map will be
This wizard will walk yau no-nare 1075511 110 | [omnismes 453 displayed here
thigigh the: T e 1025541430 058700 61.2105R01
creatingscheduling a VYRR 125 [10255.11.122 | [GEGGAD 1516158 R0
Liackip for the selpeted FIME, 123_Hawk 1 [10.255.11.133 36848 515133R0
swilches. CBek the Help E name 25591124 Q5137 441 1
hutton for irdorratson omn ] | 1 - g1
creatingischeduling backup - . -
configuration options. | <pack || wemtr || machupcommowaton || cwse || cancer || pew |

Select the devices you want to backup. Shift-click
to select multiple contiguous devices. Ctri-click to
select multiple noncontiguous devices.

Note: This option is used to backup all devices in the selected region. You cannot backup
selected devices. The devices displayed are for information purposes only. To backup
select devices, select Backup By Devices on Page 1 of the Backup Wizard.

Note: If some devices in the region are not on-line, a dialog box will pop up warning you
of the condition. Click Yes to continue the backup. Click Cancel to cancel the backup.

Click the Next button when you have made your selections.
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Restoring a Backup

Backups can be restored to the original switch from which the backup was taken. (Backups
cannot be restored to other switches, because doing so would cause mismatched IP addresses and
other network problems.) To restore a backup, follow the steps below.

1. Select the backup that you want to restore in the "Backup Files" window pane, as shown
below.

2. Click the Restore Backup icon =i, or select Restore on the Resource Manager Menu, or press
Ctrl R. The Restore Backup Files window displays, as shown below.

2. Click the Restore Backup icon. The Restore
Backup Files window displays.
Hie  Applications  Wiew EWDIITEB“HWB(H!I‘.
MTEE v ¢ B = @

bl wicek BackipPesiore | Upgradagimage | hnentory

| Backup Files . F; ﬁ -L']

| Mame Adress Type Bsckup Date Backup Type | Badkup Yerskon User Descrpt
W W 1 (1035511 126 (08630, Ocl 26 2005 34055 FW |Confiquraon 0., | 2201 OZ6300: 24 config backup

Cordipuration

1. S-B|EC1' fhg — wTarget |10.255 21171 |0S8700 |Oct 26, 2005 61407 PM_|Full Backup - Al 611567 R OFATO0 full backup scheduls
b k Faleon |10 1.76 [OSTTO0 (Ocl 26, 2005 33305 FM_|Images Gnby 541 ‘.'4“::!DI 057700 image file onby backy
ac LI'I.‘.I ThGT x| 056200 image file backup
you want to i T ;
ADS Switchies) Onby
restore. ﬁ'ﬁJ == :
e Dotails (Applicable to backups wilh no “Warking™ files or o “Working™ files selected) :

- ® Restore toWorking Directo
'h| bnix 9 2

»
m] wl [ Jat Restore to Working & Certified Directony
»[ [H Jba
o] [ Jdiz Comtinue to restore when chassis kas changed
@ : % J"H' Comtinug o restore when detecting new image files
v | [f1 o= Do you wand to continue and restare the selecied configurations?
» 3 los
¥ _\’] Jnal Cancel Heljr
e W __°| JE ' .
Security » -=| -boot bin Mashicertified LIk v Linknown
» _nenlice i ila s bnshanek: B A SRT B0 oadinucatinn Fila
Akrarisiral 4
-
e — nessrce SR CAON e L T S -
Wed Ot 26 2140111 POT 20045 Resource KManager T info Addl Brackup File 100255.1«
"

Stalus | Notificatbons

3. If the switch is an AOS switch, click Restore to Working Directory or Restore to Working
& Certified Directory on the Restore Backup Files window to specify the directories to which
you want the backup restored. These selections are not applicable to XOS devices. All the other
selected files under "switch™ and "network" will go back to their respective directories on the
switch. If one or more working directory files are selected, then all the files selected will go back
to their respective directories on the switch. By default, the Restore to Working Directory radio
button is selected.

4. For both AOS and XOS switches, activate checkboxes on the Restore Backup Files window to
indicate the action you want taken if the following changes are detected on the switch:

e Click the Continue to restore when chassis has changed checkbox if you want to
continue the restore even if it is found that the chassis contents, or the chassis type, has
changed since the backup. If you do not enable this checkbox, the restore will not take
place if the chassis has changed.

e Click the Continue to restore when detected new image files checkbox if you want to
continue the restore even if it is found that a new image file resides on the switch (i.e., a
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file that were not previously backed up). If you do not enable this checkbox, the restore

will not take place if a new image file is found on the switch.

# Restore Backup Files

AOS Switchies) Oniky

(Applicable to backups with no “Working™ fibes or mlwﬁm

= Restore toWorking Directory

AODS and XOS Switches

Click to continue the restore
even if it is found that the

A wit ni

| Click to restare the con-
figuration to the working
directory only.

Restore to Working & Certified Direchory s
chassis contents, or the

chassis type, has changed.

Continue o resiore when chassis has changed

| Couttinue to restore when detecting hew image files

g

Cl'fk to continue The restore [y weand 1o contimee and restore the selecied configurations?

even if it is found that a new (Lo ]

Click to restore the con-
figuration to both the
working directory and the
certified directory.

0K Cancel

image file resides on the

switch (i.e., a file that was
not previously backed up). AOS and XOS Switches

Click OK to begin the restoration proce

5. For both AOS and XOS switches, click the OK button to start the resto

55.

ration process. When

the restore is complete, a message reports the success or failure of the operation in the status

panel.

6. When the restore has successfully completed, you are prompted to reboot AOS and XOS

switches to load the restored configuration into flash memory. A message
following displays for AOS switches:

similar to the

2

:xl,:' Pleasa go to Topology Agp 1o perform “Reboot From Working™ for the install 1o take effect

AOS switches can be rebooted from OmniVista's Topology application, by connecting to the

switch and using the Load From command. Refer to the Topology help f

or more information.

XOS switches can be rebooted via Telnet, etc. The OmniStack 6024, 6048, 6124, 6148, and 8008

will automatically reboot without user intervention when the file transfer

Understanding the Restoration Process

Restoration Errors
Note that the status messages will report any error that occurred during th

is complete.

e restoration process.

The term error refers to any problem that caused the restoration to fail -- perhaps because the
switch went down during the restoration process. The worst-case error is a partial restoration,
which could occur if a switch goes down between the server and the target switch. The network

administrator must restore the file system manually if a partial restoration

occurs. Network

administrators should investigate and resolve any error listed, as the presence of an error means

that the configuration was incompletely or imperfectly restored.

Pre-Restoration Checks

The restoration process checks the switch for compatibility before restoring any configuration

files. The following checks are made:
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e chassis type has not changed

« number of slots in the chassis has not changed

e« MPM module type has not changed

e modules installed in individual slots have not changed
e new image files are not present on the switch

If any of the above changes are detected, the restore will proceed, or abort, according to the
checkbox settings on the Restore Backup Files window (explained above).

Restored Files on the Switch

When files are restored, the existing configuration files on the switch are overwritten. However,
restored files will overwrite existing files of the same name only. If other configuration files exist
on the switch, they will NOT be automatically deleted by the restoration process.

Rebooting the Switch

When the restore process is completed, the switch must be rebooted to load the restored
configuration into flash memory. You can reboot AOS switches via OmniVista's Load From
command. You can reboot XOS switches via Telnet, etc. Note that OmniStack devices (the
OmniStack 6024, 6048, 6124, 6148, 6300-24, and 8008) will automatically reboot without user
intervention when the file transfer is complete.

Viewing Backup and Restore Status in the Audit Application

Whenever you backup or restore a configuration, entries are made in the audit log config.log that
document the backup or restore process. You can view these entries by going to the Audit
application and selecting config.log under Current Log Files in the Tree, as shown below.
Select any entry in config.log to display further information such as its date, type, log ID, etc.

Audit Application Entries for Saved and Restored Configurations

Select config.log under Current Log Files to view Audit application
entries for saved and restored configurations.

——Entries in config.log document backups and restores—

Hia Applications  View Help 4
ELI i EE B & @ | % | corentiogfiles |+ =
Hetwork | [ Aut it Log “canfig oy o ] =[S [HE
I | ¢ & CurpraLog Fes User e
= T2 Al B : T
; | Igrckuprasiore bl 1 |admin_Irfarmatan |copying Mas s rking/Fwebroulin
5 configiog 1 |admin_ |Informabon |copled (MashdworkingFwebro iml
N mscoversiod 1 |admin Irformason |Removing remote file (lashdear )
ﬁ H login log 51 |admin Informason |Remose file (MashiwaokingFwebss
H palicylog 120,250, 30.61 [admin_Informabon |copying (lashivokingFwebsecu il
G ) 178,261 3061 [admin Infarmaton |copied (MashworkingFwabsace in
= 128.251.30.61 |admin_|Information |Executing an Install Command
&-j 128,251 3061 |admin | Irformabon |Compbeled executing an Install com
i B 138,251 3067 |admin |Irforma®on |Restors configuration for devce: 10
Jan 13, 2008 61552 PM_|120.251.30.61 [admin_|Informabon |Flease go o Topobogy App bo pemor
™ wan.log man 23 2008 6:15:52 PM_|128.251.30.61 |admin |information |Finished Restore configuration for. | -
D Arr hav 3 Eilas 4 *
@ o= o Mrchved Log Files e 1
Lo Messape:
Finishied Resiore configuration for: 10.255.211.150. The number of devices Biat had emrors is: Dout ol 1
A
Coniiguralion
Secarty
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Khon Jan 273 1756501 PST 2006 Resource Managpar @ Info RM.Device IP = 10265 2941, 150-- Completsd Removing rmanibsoo . default Gile -
I - - =

Stalus | Notifications

&
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Deleting Backups

To delete a saved backup, merely select the backup in the "Backup Files" window pane and click
the Delete icon ¥, or select Delete on the Resource Manager Menu, or press the Del key. Note
that you can delete an entire backup, but you cannot selectively delete individual files in a
backup.

Using the Upgrade Image Tab

The Upgrade Image tab enables you to upgrade software, firmware, and FPGA (9000 series
only) files. Import the latest files from the Customer Support Web Site and use the "Upgrade
Software™ Wizard to upgrade a switch(es). As shown below, the top pane of the Upgrade Image
tab, labeled "Upgrade Files," lists the imported firmware packages that currently exist on the
server. When you select an import package in the "Upgrade Files" area the individual files will
be listed in the bottom pane, labeled "File Details".

Caution: Never attempt to import or install firmware files or upgrade packages acquired
from any source other than Alcatel-Lucent Customer Service. Image and Firmware files
are specially packaged by Alcatel Customer Server for importation into OmniVista, and
contain an LSM file that describes the package contents to OmniVista. Installing new
images files in XOS devices may cause configuration incompatibilities. Always check
with Alcatel-Lucent Customer Service before installing new images files in XOS devices
to ensure that the image files being installed are compatible.

Resource Manager will prevent unsupported upgrades. When such an attempt is made, a
message box informing that the upgrade has been rejected is displayed. This message box
also displays details of the versions of the switch software required to successfully perform
the upgrade.

Note: You must first complete the BootROM/Miniboot, U-Boot/Miniboot upgrade before
upgrading the FPGA or image files. If you are upgrading a 6800 series switch, you must
first upgrade the 5.3.1 software to 5.3.1.231.R02 or later.
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Upgrade Image Tab

= DminiVista 2500 - Application: Resource Mansger  Window:0 : =, D[Ei
File Applications View ResourceManager Help
mlEE v e @ Fee <
| BackupRestore | Upgrade Image | Imvertory | Swilch File Set | ]
innrmfelies on |3 & (EH
Typé Dhale Vergion | Digscriplion
List of imports by
device type. Select
an import to view
details below.
File Detaits _ _ _ _ _ bo[R] = [SHIE]
¥l  File Name Version Description Date File Sa(tytes)
Individual files in the
impart selected above.

-

Importing the Upgrade Files

All upgrade files supplied by Alcatel-Lucent Customer Service are packaged as WinZip
executables and have a .zip file extension. Do not attempt to unzip the firmware files manually.
Import the WinZip executable and OmniVista will automatically unzip the executable as part of

the import process.
1. Download the upgrade files to your PC.

2. With the Upgrade Image tab displayed, click the Import Image icon 4, or select Import on
the Resource Manager menu, or press Ctrl + 1. The Import Switch Software window is

displayed.
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Click the Import Image icon. The Import Switch

Software window displays.

ﬁl: Drini¥iska 2500 - Application: Resource Mi nager Window:0

mEE o e @ Xl

| tetwor: ||| BackupRest B3

=

port Switch Software

DmniSwilc Blugtooth

[ 1 RIEIEIR
| =

T LDek jr |d“"I;.':“:u."”mg |v| @@'@E pliom
Oamini Swile n2
QmniSwil Alobe [ Snagh Catalog T

OmASHN = pay Captivate Projects

Ky eBooks
My Mussic
ax My Piciures
ile Details Yy Welss
File
3 Jadwor
i FileMame: |
3 Jdiag i
3 Janiim Filesof ype: [Zip Files (zin)

3. In the Import Switch Software window, navigate to the location of the zipped firmware files
and select a .zip executable. Then click the Import button. The import process begins

immediately.

2 [mport Switch Saltware

Lotk e | Swilch Softwiare

[l os7_s1687R0Z.00
[0 os7_616_154_R02.5ip
[() osr_s_1_5_R04_tazip
[ 05 _0_611_RD1_GA.zip

location of the
zipped image files
and select a .zip
executable.

Filmflame:  [057_51.087 A02zn

Navigate to the
|

Fiizs of Type: (i Filess (zip)

1
Then click Import.

Messages in the Status Panel report the start, progress, and finish of the import process, and
report any error that may occur. When the process is complete, the imported firmware files are

listed in the Upgrade Image tab.
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Import Status Messages in the Status Panel

AW

Diabe Application _ Type || ____‘l:l_ngﬂ_._gg.n______“_"__ |
Kon Jan 23 164540 PST 2006 |Resource Manager D fo |RM-05_9_f11_Fl1_GA ripeStanting Impor i) =
Mon Jan 23 16:43:10 PST 2006 RESOUNCe Manajer Info R, Copysng O%5_9_611_RIM_GA.zip info sen{
Mon Jan 23 164510 PST 2006 | Resiour cee Manager /D Info | 1. Dane Coping 05_8_611_F01_GAzip ind
Mon Jan 23 164X 10 PST 2006 | Resource Manager Info |RM.O5_8_G11_R1_GA rip :cophed {Softwarn)
Mo Jan 23 16:43:10 PST 2006 | Resource Manager D nfo |RE1.0S_8_611_Fill1_GAzip :Parsing {softwa
on Jan 23 164310 PST 2006 | Resource Manager D o |RM-05_9_11_F1_GA rip: copéed {minihan
Mon Jan 23 16:43:10 PST 2006 Resource Manajger Info AM.O5 2 G11_F01_GATip; copad {Lache o
Mon Jan 23 16:45% 10 PST 2006 | Risssur cee Manager D nfo |RE.05_8_611_Ri_GAzip: copsed {Mhase.i|
Mon Jan 23 164310 PST 2006 | Resource Manager & wro |RM-0S_9_G11_R01_GA rip: capéed {diag.in
Eon Jan 23 16:43:10 PST 2006 | Resource Manajer .@l Iniy |RELOS 2 611_R01_GRzig: copad {MinLimg
Hon Jan 23 164X 10 PST 2006 |Resource Manager D nfo |RM-0%_8_611_F1_GArip: copéed {Jeniimy
Mon Jan 23 16:4310 PST 2006 Resource Manaijer Info A0S _0_G11_Fi1_GAzip: copbed {Mpga.g
on Jan 23 164310 PST 2006 | Resource Manager 1D info |REL.0S5_8_611_Fal1_GAzip: copsed fJos.img
Mon Jan 23 16:4%10 PST 2006 | Resource Manager M i |08 _0_fi11_Fll1_GArip: copied {rebeas
Klon Jai 23 16:45:10 PST 2006 | Resource Manajer lﬁ' lifo |RELOS B G11_Fl1_GRzip: coped {dsecu)
Telon Jan 25 164710 PST 2006 | Resource Manager D nfo |RML.OS 8 G611 _Fil1_GA rip Finished Irmpor |
Mon Jan 23 16:43:10 PST 2006 RESOUCe Manaer @ mro AR.0S_8_611_Ri1_GA.zip :Add Upgrade Im|
Mon Jan 23 16:45%13 PST 2006 | Rizsourci B B info | Al Upigr anle Ivsage OmiSwitch S =

Status | Hotifications |

Installing the Upgrade Files
Follow the steps below to install the upgrade files.

1. In the "Upgrade Files" window pane, select the desired import. The individual image files
contained in the import display in the "File Details" window pane. By default, the "select"
checkbox by each image file (shown below) is enabled and the "select” checkbox by each BMF
file on AOS switches is disabled. Only selected files will be installed.

2. Click to deactivate the "select™ checkbox by any individual image file that you do NOT want
installed.

3. Click the Install New Image Files icon %, or select Install on the Resource Manager Menu, or
press Ctrl L. The Install Upgrade Software Wizard opens. The first page of the Wizard (shown
below) lists all devices that qualify for installation of the selected image files. Select the device
or devices in which you want to install the files. When your selections are complete, click the
Next button to display page two of the Wizard, which enables you to perform the installation and
monitor its progress.

3. Click the Install New Image Files icon. The Install
Upgrade Software Wizard displays (shown below).

Hie Applications  View HesourceManager Hplp
W B @] [X el ¥ a

etwork || BackupRestore | Upgrae Wutlia New mage e

Configuration _Upyadc!ilzs F = = ﬂ'ﬂ] L]
Type Ciate “ersion Drascription

1. Select the import — GroniEwitch Fos |Jan 73, 3006 44042 FR |51 687 R02 OB 51687 ROZ
0 arnn|Swilch T Jan 23, 2006 4:41-38 FM 5.1.6.154.R02 A08 5.1.6154.R02
1'!'““ mmﬂllns the gl CrnniSwileh T |Jan 23, 2006 44712 FM |51 658 R4 ROS 515 54 RO4
firmware files you il | I OroniSwitchoex [Jan 23, 2006 44254 PW [6.1.1.633.R0 A0S 611 633RM
want to install. = =1 =
ﬁ; File Details o 2] [S[EH
. = Filg Mame Warsian Diescription Date Filg Size(ovtes)
ik = .ﬁ bootrom bin |5.1.6.87 RO2 | boearom firnware |Aup 11,2004 | 4230332 |- |
| [} [A Fadwoutimn |51 687 ROZ |G Amvanced Routing |Jun 37, 20045 agas01
gﬁ | ] [[1 Foase.img 51687R0Z___ [CHM Base [Jun 27, 2005 4300445
- | [w] _3 Fdiag irng |5.1.6.87 RO2 | CWil Diagrigslics |dur 37, 3005 | N3
\ \ kool | [+ | Fenlimg 5.1.6.87 R02 Hlimage for all Ethemnettme K5 [Jun 27, 2005 1308842| |
2.Click to deactivate — {1 O Flopaupgrade_kil_|51687R02 |fpga upgrade kil inmware [#r27, 2005 | 1520243 ||
the “select” check- el B Fiethima 15.1.6.87 AO2 | Cwst Layer Fand Ethornet drivers  |Jun 27, 2006 | 987208
h o he | ] [[F Foz.img 5.1.6.87.R02 CHIM Operating System [Jun 27, 2005 1495009
box by' arny firm- SRR | (] | Faosirng |61.687RO2  [CMM Quality of Sinice |Jun 27,2005 | 313011
1 U lw| | Freleasaimg 51687 RO2 Release Archive Jun 27, 2005 5511
ware file Y‘:"j' do | ] () Froutimg [51.687R0Z | CWM Routing (P and 1P |dun 27,2006 | 720233
not want to install. e | lw| |31 Fseruimag [5AGETADT | WM Socurity (AVLANE) |dun 37, 3005 | 130740
see | ] [[F] Fwebimg 5.1.6.87.R02 CHi Webrew - Waln Jun 27, 2005 1433250|_|
Ackvinisirat | A [ Fwebachroulima 151687 B0 | Witk - Mctebnce Rowtng — [Jun 27, 2005 49618\ ])
U |
= - : -
L LR LD L S DL R 'E:.JHEIU }waww&”&l‘ﬁr‘&n T "me | PUSEO_ O I_HI.IMIE_-:!‘JSI@EJ g LERLTRL u e =
Man Jan 23 16:43:10 PST 2006 | Resource Manager @ mro |RML05_8_G11_R01_Ghzip sAdd Upgeade Im) —|
Mo Jan 23 16:4313 PST 2006 Resource B nfo Acd Upgrase kmage OmniS et chSxsg -
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Install Upgrade Software Wizard (Page One)
Page One lists all devices that qualify for installation of the selected files.

& Install Upgrade Softears E x|
_ TR Y 1=
Address | DMSMName | Type | Wersion | Backup Date | Bai
1028511111 | |0EAT00 |6.1.1 634 R01 | Jan 189, 2006 6:03:02 PM[6.1.1
I 1025511121 | | 28700 |6.4.1.6FIR0 |
gl v FLUN 126 1025511126 | |@E9700 |6.0.1.653 R0 |
B Y FLAI 120 10.255.11.128 | 058800 |6.1.1.633.R0T_|
Pl - 1651 [10.285.11 181 | |OE9700 [6.4.1.631R0T |
veTarget 0.25511.218 | |oEaT00_|6.0.1.631.R01 |
ame 10.255.13.1 CE8700 [6.1.1.633.R0
Wooe Fuiil (102551383 | |OE9T00_[6.0.1.631.R01 |
10.355.211.70 058700 _[6.1.1.631.R01
10.255.211.71 058700 [6.1.1.632R0T | Jan 4, 2006 8:13:35 PM]6.1.1
This wizand will walk you
throwgh the process of
Installieg a new images for
the selecied switches, Click
the Help btion for i ] I
information on Installing
Teit IManes optiors, AcK Hegt = 161l Soflware Cancel Closa Help

4. Select an Installation Option.

Upgrade BMF Files - Upgrade the BootROM, MiniBoot, or FPGA files (AOS switches
only).

Upgrade Images Files - Upgrade the image files on the switch(es) (Default) .

U-Boot Upgrade on all Nls - Perform u-boot upgrade for all the Nis on the switch(es)
(9000 series switches only).

In-Service Software Upgrade (ISSU) - Upgrade the image files on redundant CMMs
with minimal data interruption. This option is only available (and displayed) for 9000E
Series Switches (Release 6.4.1).

Note: If "OmniSwitch 9xxx-1SSU" files are imported and then selected in the "Upgrade
Files" window (Step 1 above), only 9000E Series switches will be displayed in the
"Devices" window. See “In-Service Software Upgrade” on page 29 for more information
on ISSU.

6200 Device(es) Installation Options (6200 Devices Only).
e Upgrade Master Unit Only - Upgrade the image files on the master switch in the
stack.
e Upgrade All Nis in Stack - Upgrade the image files on all switches in a stack.
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Install Upgrade Software Wizard (Page Two)
Page Two enables you to perform the installation and monitor its progress.

-9 Inskall Upgrade Software : 2 _ﬂl

SoMware Install Parameter

Files To install R EERE

Filg Mame Version | Deaseription Dale |_File Size
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B Jdiagimg (6,11 633 R01_|CMM Diagnasics |Dec 23, 2005 17 0000 AW | F

[ Jdniimg 6.1.1.632R01 NI Dispnoztics Dec 23, 2005 1200000 AM_| z

3 JiEniimg B.1.1. 632 R0 Ml irnage Tor all Efn@melbpe NI Dec 22 200512000080 | E

| =) Josimg 6.1.1.632R01 |CMM Oparating System Dec 23, 2005 1200000 8M | 1

d |2 Jreleazeimy [6.1.1633F01 |Releaze Achve |Doc23, 251 20000AM | |

(A Jsecuimg[6.1.1.633R01_|CMM Security (LANS) [Oer 33 J0051I0000AM |

il ] I [+

Insallation Cptions:
) Upgr e BMF files ] U-bent Upgradde on Al Nis
A Upgrate bnage Files

Message Area

This wirard will walk you
Ihrough the process. of
Insdalling a new images for
Ihe selected switches, Click
ihe Healp button Tor
information on Installing

new Images opions. <@ack || Hewi> || Install Soware Close concel || e

[4]

Warning: Do not attempt to use the BMF option on an AOS switch unless it has already
been upgraded to 5.1.5.R03 or later image files.

Note: The "U-boot Upgrade on All NIs" option will only be enabled when the imported
software files to be installed on the switch are for OS9000 devices.

5. Select "Install Software" to begin the installation process immediately.

Deleting Imported Firmware Files

To delete imported firmware files from the OmniVista server, merely select the import in the
"Upgrade Files" window pane and click the Delete icon *, or select Delete on the Resource
Manager Menu, or press the Del key. Note that you can delete an entire import, but you cannot
selectively delete individual files in an import.

BMF Upgrades

The first page of the Install Upgrade Software Wizard, shown below, lists all known devices that
qualify for installation of the selected BootROM, MiniBoot, and FPGA (BMF) files. Select the
device or devices in which you want to install the files. To select a single device in the list,
merely click on it. Shift-click to select multiple contiguous devices. Ctrl-click to select multiple
non-contiguous devices. Click the Next button when you have made your selections.

Note: The information fields displayed for each device are identical to those displayed in
the list of All Discovered Devices. For information on these fields, refer to the Topology
help.
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Install Upgrade Software Wizard (Page One)
Page One lists all devices that qualify for installation of the selected files.

& install Upgrade Software x|
: _ AR EE]
_Address | DNSMName | Type | Version | BackupDate | Bat
5.11. | GEaT00 ;5.1.1.534&01 | Jan 18, 2006 6:03.02 FM 611
|088700 (611633 R0 |
' ] |OBA700 [6.1.1 BIZR0T_|
gl FLLIZ_ 128 10.255.11.129 050800 [6.1.1.633.R01_|
Oyl 161 _110.255.11.161 | [059700 [6.1.1631R0T |
102551108 | [OEaT700 (6.1 631.R0T_|
10.255.13.01 | |o=a700 [6.1.1.633.R01 |
102851383 | |DEATO0 [6.1.1 631.ROT |
10.255.211.70 |o=a700_[6.1.1.631.R01 |
10.255.211.71 |0E0700 [6.1.1.632.R01 | Jan 4, 2006 8:13:35 PM6.1.{
Thiss wizand will walk you
o the process of
Installiteg & news imapes fof
the selocied switches, Click
the Help birmion for i | I
infismition on Installing -
Tt images options, Back it » Ingtall Software Cancal Chst Help

Click the Next button when you have made your selections.

Installing the BMF Files

The second page of the Install Upgrade Software Wizard, shown below, enables you to install
the BootROM, MiniBoot, and FPGA (BMF) files and monitor the installation process for AOS
switches with 5.1.5.R03 and later image files. Installation of BMF files takes place immediately
when initiated; installation of BMF files cannot be scheduled for a later time or date. Note that
BMF files will be loaded into the /flash directory during installation but are deleted after a
successful installation.

Warning: Do not attempt to install BMF files on AOS switches unless they have already
been upgraded to 5.1.5.R03 or later image files.
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Install Upgrade Software Wizard (Page Two)
Page Two enables you to perform the installation and monitor its progress.

.ﬂ‘ Inztall Upgrade Software ﬂ
=1

Softwrare install Paramertar

Files To nstall . Y

FilaMams | Versian | Descrption [rate Fila Sizg
_ﬁﬂnju&grn |6.1.1 632 R0 [pg_:l_l{egrndl:wtﬁrmwnr: | Do 15, 205 I]EI]_EIE.MJ.
(9 minbootu... 1611633 RM _ miniboot firmware |Degc 15, 20051 2:00:00 A4 |
4] [ | ¥
Insiallation Ogtions:
® Upgracde BEF files. [ w-boot Uparadie on All Nis

0 Upgrade Image Files

Message Arga

Thits. weizare! will wealk you
ihroaigh the process of
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[
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T RS Ol . | < Back Next = Install Soflwane || Close | Cancel Heslpy |

Before You Begin

Before you attempt to upgrade BootROM, MiniBoot, and FPGA (BMF) files the follow
prerequisites must be met:

o All switches must be running Release 5.1.5.R03 (or later) image files.

o All CMMs should have at least 4.2 MB of free space in /flash memory.

e A shunt connecting pins 1 and 2 on jumper block J64 (0S9000), J21 (OS8800), J345
(OS7800), or J31 (OS7700) or must installed on all CMMs. (This is the factory default
configuration.)

Installation Order

To ensure successful BootROM, MiniBoot, and FPGA (BMF) upgrades and to reduce possible
network down time, BMF upgrades should be performed in the following order:

1. Upgrade the applicable BootROM/MinBoot files (bootrom.bin/miniboot.default or u-
boot.bin/minboot.uboot).

Note: If you are upgrading the bootrom.bin file, wait a sufficient time to ensure that the
BMF upgrade was successful. (Alcatel recommends two weeks.)

2. After successfully upgrading the BootRom/MiniBoot files, upgrade the FPGA.
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Note: You must upgrade the BootROM/MinBoot files before upgrading the FPGA. Also
note that you cannot upgrade only the U-Boot. You must update the U-Boot and MiniBoot
at the same time.

Perform the steps described in How to Install BMF Files below.

How to Install BMF Files

Click the Install Software button at the bottom of the Wizard. If the device FTP login names
and passwords for the devices were previously defined to OmniVista via the Edit Discovery
Manager Entry window, the confirmation query shown below displays.

warning =

| T Do you want 1o cominue and install configurstion of Selected dmioes 77

Lxee || o |

Click Yes and the installation process begins.

If FTP User Names/Passwords are Undefined

If the FTP user names and passwords for the devices were not previously defined to OmniVista
via the Edit Discovery Manager Entry window, the FTP User Name Password window displays.
An example is shown below. This window queries you to supply the FTP user names and
passwords required for the backup.

=R FIP Username Password x|
Please spacily all the messing FTP lofgin namedsipassamibiz) |5 | EeH M
Mame | Addess | FTP Usamame |  FTP Password
weTarge 10.255.11 61
Ol Folil Cancel

To supply the FTP user name and password for a device, select the device in the FTP User Name
Password window and click the Edit button. The Specify FTP Login window, shown below,
displays. Enter the FTP user name and password for the selected device in the appropriate fields.
If the user name and password you enter also apply to the other devices, click the Same for all
Unspecified checkbox. Then click the OK button.

2 specify FIP Login x|
W FIP Usemame: | = X
Plaase specily all th K S lEE
Hame | FTP Pas=word: FTF Passwid
Targel 0z |
0K Cancal

If necessary, continue to enter FTP user names and passwords until they have been specified for
all devices listed. When all user names and passwords have been specified, the confirmation
query shown below displays

warmng x
| ? Dia ymou waant 1o comtinne and install configurstion of sebected dindoes??
Tes Ho

Click Yes to begin the installation process.
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When the Installation Completes

When the install has successfully completed, you are prompted to reload the AOS switches.
After the installation completes, you must reload the AOS switches by selecting the Reboot
Entire Switch option using the Load From Certified or Reboot From Certified command.
Either command will bring up the Load From Certified window, which is shown below. You can
perform this task by connecting to the switch from OmniVista's Topology application. (To
connect to a switch, merely select it in the Topology application's Tree. Refer to the Topology
help for more information.)

The Load from Certified window

enables you to schedule the reboot.
R Load fram Certilled E x|

+| Rehoot Entire Switch?
& Rzhoot now

Rhoot in 1 Blinutes

QK Cancel

Note: When you select the Reboot Entire Switch option the operation does not
necessarily take place immediately since OmniVista needs to propagate the command to
all switches you have upgraded.

Rehoot al

Monitoring the Installation Process

If you leave the Install Upgrade Software Wizard open, you can view status messages that
document the installation process as it occurs. An example is shown below. Note that the install
operation will continue even if the Wizard is closed.

Status Messages in the Install Upgrade Software Wizard

Install Upgrade Software e x|
Sofware Install Parameter

Fites Ta Install | | S BEEH
Fllg Mame Viarslon | Diegeription Dzt Fllg & 3&!{!:'{19'5]

9 bootrom bin |51 6.87.R0Z | bootrom firmwars Ausg 11, 3004 472032
™ Fipga.upgrade kA |5.18.87.R02  |ippaupprade kit firrware | Aps 27, 2005 1520243
9 minibont backup ﬁ 1 6287 RO? | backen miribgol frrearg :N.; 11, 2004 A21067
3 miniboot default 51.6.87.R02 | default miniboot irnrware  |Aeg 11, 2004 SE1067

[mstaliation Options:
# Upgrade BMF files

SE 1| IR
This wizard will walk you Meszage Area Status messages
through the process of [5z55:49 FM] > Devace IF = L0.255.211.150-- request CMM module completed. 1 -

Installing a ivew Erages for CHM module(s] found for this device = document ﬂ'lE

the selected switches. Click - ingtall FII‘DCE‘.SS.
thee Heedp bufban fior — i

information an installing

new images options. Back Heyt stall Software Carced Close Heljs
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Status messages documenting the installation process as it occurs also display in the Status
Panel. An example is shown below.

e

Status Messages in the Status Panel

Status messages
document the
install process.

Dale Applicalion Type Meszage |
Mon Jan 23 175549 PST 2006 |Resource Manager 14 Info |RM.Devace IP = 10.265.211.150.. Reques! CMM module Information | &=l
Mon Jan 23 175548 PST 2006 |Resource Manager (@) Info  |RM.Device IP = 100265, 211.950-._requast CRM moule completed. 1 Chs mor
Mon Jan 23 175556 PST 2006 | Aesource @ info |FAM.copysng (COPTogram FilesUlcatel Omndvista 250030 BSourCemanagens
on Jan 23 155602 PST 2006 Resource Managar 14 Info |RM-copied (C2Program Fileslcatel Omnfuista 2S00datan ssourceEmanages in
Mon Jan 23 17:56:02 PST 2006 |Resource Manager (31 Info | AM.Devace IP = 10255211, 150... Ins1ailng Dootrom.bin fils
ton Jan 23 175617 PST 2006 | Aesource Manager (0 Indn |RM-Device IP = 10.255.211.150-. Completed installing booinom.bin file
Flon Jan 23 17:56:97 PST 2006 | Resouwrce Manager 1 Info  RM-Device 1P = 10.255,211.150-- Rrmoving baotrom.bn file )
Mo Jan 23 175617 PST 2006 REsource @ Info RM-Dendice IP = 100255.211.950-. Cormpleted Remiting bosotroambin file
on Jan 23 155625 PST 2006 Hesource Manager .EI Il | RM-coprying (C:Program Fles\dlcatel Omnfdista 25000dal sy esourcemanagend
Flon Jan 23 17:56:34 PST 2006 |Resource Manager (@) Info  |RM.copied (C2Program Files\icatel Omiiista 2500413181 ES0UrCEmanagerin
Mon Jan 23 1750:34 PST 2006 | Resource Manager (0 I | RM-Device IP = 10.255.211.150-.. Instaling minibooldefault fil
Fon Jan 23 17:56:51 PST 2006 | Resource Manager '@ Info | RM-Device 1P = 102552 11.150-. Completed installing minibond, del file
Mo Jan 23 1756251 PST 2006 Risourci b 1@ Ieta RM-Denice IP = 100255211 150-. Reroving minbootdedau e El
Fon Jan 23 1746:51 PST 2006 |Resowrce Manager  (E1 info  |RM-Device IP = 100265.211.950-- Completed Remving miniboot.default e« |

Siatus | Hotifications |

Note: There is a 10 minute FTP timeout built into OmniVista. If a switch goes down or
there is a network interruption during an FTP session, OmniVista will continue to attempt
to FTP the file(s) to the switch(es) for 10 minutes. If the FTP session is unsuccessful,
OmniVista will return an error message at the end of the 10 minute period.

Viewing Install Entries in the Audit Application

Whenever you install new BMF files, entries are made in the audit log config.log. You can view
these entries by going to the Audit application and selecting config.log under Current Log Files
in the Tree, as shown below.

Audit Application Entries for Image File Installations

Select config.log under Current Log Files to view Audit
tion entries for image file installations.
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Important Facts About BMF File Installations

When performing an installation, BootROM, MiniBoot, and FPGA (BMF) files are FTPed from
the OmniVista server to the switch. To gain access to the switch, the FTP user name and
password must to known to OmniVista. (You can specify FTP user names and passwords via the
Edit Discovery Manager Entry window.) If you did not define FTP login names and passwords
via the Edit Discovery Manager Entry window, and you attempt to install BMF files, you will be
queried for the FTP login name and password of each individual switch in which the files are
being installed. This is described above. If the FTP login name and password are not supplied to
OmniVista, the FTP process will return errors and the files will not be installed in the device.
The process of installing the files in other switches will continue.

BMF files are installed via FTP, and any errors that can occur when using FTP outside of
OmniVista are also possible when using OmniVista.

Note: The TFTP Setting tab in the Preferences window enables you to specify TFTP
(Trivial File Transport Protocol) parameters that apply to all FTP file transfers performed
from OmniVista. To display the Preferences window, select Preferences on the File
menu.

If an install operation fails in the middle -- which could occur if a switch goes down between the
server and the target switch -- the installation will be only partially completed. The user should
check the status messages to determine the files that were actually installed and take any
necessary corrective action.

When the install has successfully completed, you are prompted to reload the AOS switches.
After the installation completes, you should reload AOS switches using the Reboot Entire
Switch option in the Load From Certified or Reboot From Certified command. You can
perform these tasks by connecting to the switch from OmniVista's Topology application. (To
connect to a switch, merely select it in the Topology application's Tree. Refer to the Topology
help for more information.)

Users should not attempt to copy BMF files installed on one machine to another machine. All
BMF files should be installed on the desired machines from OmniVista, using the Install
Upgrade Software Wizard.

Note: SFTP will be used when a device is configured in OmniVista to use SSH. If a
device is configured to use SSH in OmniVista, SSH must be enabled on the device itself.

In-Service Software Upgrade

The In-Service Software Upgrade (ISSU) feature is used to upgrade the CMM images running on
an OmniSwitch 9000E with minimal disruption to data traffic. The CMM images can be
upgraded only on fully synchronized, certified, and redundant systems.

Note: A minimum of 25 MB flash space must be present in the switch to accommodate the
image files that are used to upgrade existing image files. This feature is only supported on
the OmniSwitch 9000E.

Importing the ISSU Files
Follow the steps below to import the ISSU files.
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1. With the Upgrade Image tab displayed, click the Import Image icon &, or select Import on
the Resource Manager menu, or press Ctrl + 1. The Import Switch Software window is
displayed.

Click the Import Image icon. The Import
Switch Software window appears.

i
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2. In the Import Switch Software window, navigate to the location of the zipped ISSU firmware
files and select a .zip executable. Then click the Import button. The import process begins
immediately. Once the ISSU package is imported into Resource Manager, it displays in the
Upgrade Files Table as "OmniSwitch9xxx-ISSU", version "6.4.1.*.S0; with the individual files
shown in the File Details area.
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Note: As shown above, the following CMM images are 1SSU capable: Jadvrout.img,
Jbase.img, Jos.img, Jsecu.img. All of these files are installed in an ISSU upgrade. You
cannot select individual files in the File Details area.

Installing the ISSU Files
Follow the steps below to install the upgrade files.

1. In the "Upgrade Files" window pane, select the desired import. The individual image files
contained in the import display in the "File Details” window pane. By default, the "select"
checkbox by each image file Only selected files will be installed.

2. Click to deactivate the "select” checkbox by any individual image file that you do NOT want
installed.

3. Click the Install New Image Files icon =i, or select Install on the Resource Manager Menu, or
press Ctrl L. The Install Upgrade Software Wizard opens. The first page of the Wizard lists all
devices that qualify for installation of the selected image files. (In this case, only 9000E Series
switches are displayed.)
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This wizard will walk you
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Inatalliig & new iimages for
The sebected switches, Click

he Help button for af ] [+]
imformation on Installing
nEwW IMagses oL, < Bach Mt till Software Close Cancel Help

4. Select the device or devices in which you want to install the files. When your selections are
complete, click the Next button. The In-Service Software Upgrade option will be selected.
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5. Click the Install Software button to begin the installation process immediately.

Prior to FTPing the images to switches, Resource Manager performs the following checks to

make sure the selected device is ready for ISSU:

If any of these checks fail for a device, Resource Manager logs the error message, and continues
with the next device. Otherwise, Resource Manage checks for the existence of the /flash/issu
directory on the primary CMM, and creates the directory if it is not present. If the directory
already exists and is not empty, Resource Manager removes all files in the directory before

Ensures the device is redundant, fully certified, and synchronized.
Ensures that sufficient flash space is available on the primary CMM (a minimum of 25
MB of flash file system space is required for the upgrade).

replacing them with the new images.

When Resource Manager finishes issuing the ISSU command to the selected switches, the user is
asked to perform "Copy Working to Certified" using the Topology application after assessing the

integrity of the upgrade software to complete the upgrade process.

Note: Although Resource Manager will make certain that the switch is ISSU capable, it
will not perform any check whether selected ISSU images are compatible with the
particular software version running on the switch. This information will be provided to
customers by Customer Support when a new ISSU package is released.

Note: The Topology "Copy Working to Certified" function also performs "Flash-Synchro”
to sync all the CMMs. If you wish to do this outside of the OmniVista Topology
application. make sure you perform: "Copy Working to Certified" followed by "Flash-
Synchro".
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Using the Inventory Tab

The Inventory tab, shown below, displays a list of the devices known to OmniVista that is
possible to inventory and back up. (Note that the list does not include all the devices in the list of
All Discovered Devices.) When the Inventory tab is displayed, icons in the Tool bar enable you
to quickly access the Inventory window and the Backup Configuration wizard, as explained
below.

Note: Inventory support using the Resource Manager application is currently available on
0S6200 devices.

Click Inventory icon to create an Inventory
Report for selected device(s).

Click the Backup Device icon
to backup selected device(s).
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Information Fields in the Devices List

As stated, the Inventory tab displays a list of the devices known to OmniVista that is possible to
inventory and back up. Although this list does not include all the devices in the list of All
Discovered Devices, the information fields displayed for each switch are identical to those
displayed in the list of All Discovered Devices. The following section describes the information
fields in the Devices table.
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Name
The name of the device.

Address
The address of the device.

DNS Name
The DNS name of the device.

Type
The type of the device chassis.

Version

The version number of the device firmware. Version numbers are not displayed for certain non-
XOS devices.

Last Upgrade Status
The status of the last firmware upgrade on the switch.

e "Successful" - Successful BMF and Image upgrade performed.

e "Successful (BMF)" - Successful BMF upgrade performed.

e "Successful (Image)" - Successful Image upgrade is performed.

« "Failed (BMF, Image)" - BMF and Image upgrade failed.

e "Failed (BMF)" - BMF upgrade failed.

o "Failed (Image)" - Image upgrade failed.

In all "Failed" cases, "Reload From Working" will be disabled on the switch until a successful
upgrade is performed.

Backup Date
The date that the device's configuration and/or image files were last backed-up to the OmniVista
server.

Backup Version
The firmware version of the configuration and/or image files that were last backed-up to the
OmniVista server

Last Known Up At
The date and time when the last poll was initiated on the device.

Description
A description of the device, usually the vendor name and model.

Status

This field displays the operational status of the device. It displays Up if the device is up and
responding to polls. (When a device is up, it displays green in both the List of All Discovered
Devices and the tree.) It displays Down if the device is down and not responding to polls. (When
a device is down, it displays red in both the List of All Discovered Devices and the tree.) This
field displays Warning if the switch has sent at least one warning or critical trap and is thus in
the warning state. (When a device is in the warning state, it displays orange in both the List of
All Discovered Devices and the tree.)
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Traps

This field indicates the status of trap configuration for the device. On means that traps are
enabled. Off means that traps are disabled. Not Configurable means that traps for this device
are not configurable from OmniVista. (Note that traps may have been configured for such
devices outside of OmniVista.) Unknown means that OmniVista does not know the status of
trap configuration on this switch. OmniVista will read the switch's trap configuration when traps
are configured for the switch via the Configure Traps Wizard.

Seen By

This field lists the Security Groups that are allowed to view the device. (The Security Groups
that are allowed to view a device can be defined when devices are autodiscovered, added
manually, or edited.) The default Security Groups shipped with OmniVista are as follows:

o Default group. This group has read-only access to switches in the list of All Discovered
Devices that are configured to grant access to this group.

e Writers group. This group has both read and write access to switches in the list of All
Discovered Devices that are configured to grant access to this group. However, members
of this group cannot run autodiscovery nor can they manually add, delete, or modify
entries in the list of All Discovered Devices.

o Network Administrators group. This group has full administrative access rights to all
switches on the network. Members of this group can run autodiscovery and can manually
add, delete, and modify entries in the list of All Discovered Devices. Members of this
group also have full read and right access to entries in the Audit application and the
Control Panel application. Members of this group can do everything EXCEPT make
changes to Security Groups.

e Administrators group. This group has all administrative access rights granted to the
Network Administrators group AND full administrative rights to make changes to
Security Groups.

Note that other Security Group names may display in this field if custom Security Groups were
created. Refer to help for the Security application Users and Groups for further information on
Security Groups.

Running From

For AOS devices, this field indicates whether the switch is running from the certified directory
or from the working directory. This field is blank for all other devices. For AOS devices, the
directory structure that stores the switch's image and configuration files in flash memory is
divided into two parts:

o The certified directory contains files that have been certified by an authorized user as the
default configuration files for the switch. When the switch reboots, it will automatically
load its configuration files from the certified directory if the switch detects a difference
between the certified directory and the working directory. (Note that you can specifically
command a switch to reboot from either directory.)

e The working directory contains files that may or may not have been altered from those in
the certified directory. The working directory is a holding place for new files to be tested
before committing the files to the certified directory. You can save configuration changes
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Note that the files in the certified directory and in the working directory may be different from
the running configuration of the switch, which is contained in RAM. The running configuration
is the current operating parameters of the switch, which are originally loaded from the certified
or working directory but may have been modified through CLI commands, WebView
commands, or OmniVista. Modifications made to the running configuration must be saved to the
working directory (or lost). The working directory can then be copied to the certified directory if
and when desired.

Changes
For AOS devices, this field indicates the state of changes made to the switch's configuration.
This field is blank for all other devices. This field can display the following values:

e Unsaved. Changes have been made to the running configuration of the switch that have
not been saved to the working directory.

e Uncertified. Changes have been saved to the working directory, but the working
directory hasn't been copied to the certified directory. The working directory and the
certified directory are thus different.

o Blank. When this field is blank for an AOS device, the implication is that OmniVista
knows of no unsaved configuration changes and assumes that the working and certified
directories in flash memory are identical.

OmniVista is now capable of tracking AOS configuration changes made through CLI commands
or WebView, and so will reflect configuration changes made outside of OmniVista through these
two interfaces in the Changes field. Information in the Changes field will be accurate as long as
OmniVista has polled the switch since the last change was made (through any interface).

Note that it is possible a switch could be in a state where it is both Unsaved and Uncertified. In
this situation Unsaved displays in the Changes field. Whenever an AOS device is in the Unsaved
or Uncertified state, a blue exclamation mark displays on its icon (@.

Discovered

This field displays the date and time when OmniVista successfully pings or polls the switch for
the first time. This value remains unchanged until the switch entry is deleted. This field will
remain blank if OmniVista does not ping or poll the switch at all.

Creating an Inventory Report

A Switch Inventory Report includes system information, detailed module information, chassis
data, and health information for an individual switch. You can request an Inventory Report for a
single switch or for multiple switches simultaneously. To Create an Inventory Report, follow the
steps below.

Note: Refer to the Inventory help to view a sample Inventory Report and information on
the fields in Inventory Reports.
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1. With the Inventory tab displayed, select the switches for which you want to generate an
Inventory Report. To select a single switch, merely click on it. Shift-click to select multiple
contiguous switches. Ctrl-click to select multiple noncontiguous switches.

2. Click the Inventory icon IZ, or select Inventory on the Resource Manager Menu, or press
Ctrl I. The Inventory window displays. The switches that you selected in step 1 are listed at the
top of the window.

3. Click "Report Contents" checkboxes (shown below) to specify the types of information that
you want included in the Inventory Report.

4. Click Create Report to create the report.
Inventory Window
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the report.
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Initiating a Backup from the Inventory Tab

1. With the Inventory tab displayed, select the switches that you want to back up. To select a
single switch, merely click on it. Shift-click to select multiple contiguous switches. Ctrl-click to
select multiple noncontiguous switches.

2. Click the Backup Device icon =i, or select Backup on the Resource Manager Menu, or press
Ctrl B. The Backup Configuration wizard displays. The wizard opens at Page Two. (Page One
of the Wizard enables you to select the switches to backup, but in this case you have already
selected the switches.) Page Two of the Backup Configuration wizard enables you to perform the
backup and monitor its progress.

Using the Switch File Set Tab

The Switch File Set Tab is used to "push™ a command prompt Login Banner and/or Captive
Portal Web Page files to devices on the network. Banner files can be customized to display a
unique command line banner for all devices on the network. Captive Portal, a web-based user
authentication option within the Access Guardian application, presents the user with a web page
for authentication. These web pages can also be customized by the user.

Note: Before "pushing” Banner or Captive Portal files to all devices in the network, it is
recommended that you customize the file(s) and send the file(s) to a single switch on the
network for verification. When you are satisfied with the customized file(s), you can then
push the files to the network. Any subsequent changes to the files can be made on that
same switch, and the new files imported and pushed to the network.
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Switch File Set Tab
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A list of the possible Banner file name and Captive Portal file names are displayed in the Files
Table at the bottom of the page. These will be the Banner files and Captive Portal Web files
(e.g., Login Page, Help Pages) that you will customize for your network. The files you create
must use these file names. For example, if you create a Captive Portal Login Page, the file must
be named cpLoginWelcome.inc. Once you have created all of the necessary files and verified
them on a network device, you can them import those files from that device and "push” them
other devices on the network. The file names and their use are described below.

e banner.txt - A Banner files is a .txt files that is displayed when a user first logs into a
network device using the command line interface.

e background.gif/.jpg/.png - Use this file to provide a page background image that
Captive Portal will display on all pages.

e cpLoginHelp.html - Use this file to customize the Captive Portal login help page. A
question-mark ("?") button links to this HTML help page, which is displayed in a
separate browser window

e cpLoginWelcome/cpStatusWelcome/ cpFailWelcome/cpBypassWelcome.inc - Use
these files to customize the welcome message for the Captive Portal login, successful
status, fail status, and bypass status page.

e cpPolicy.html - The User Acceptable Policy HTML file that is linked to the Captive
Portal login page. The link provided opens a new browser window to display the policy
information.

e logo.gif/.jpg/.png - Use these files to provide a company logo that Captive Portal will
display on all pages.
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Note: Create custom logo and background pages using the .gif, .jpg, or .png formats.
Captive Portal checks the flash/switch directory on the switch.for a .qgif file, then a .jpg
file, and finally a .png file. Whichever file type Captive Portal encounters first is the file
used to display the custom logo or background.

The .inc files, which are used to present customized welcome messages, are partial HTML
files that can include only text or text and other HTML tags, such as links. Note that these
.nc files are wrapped in a paragraph HTML tag within the body of a Captive Portal default

page.
Banner Files

A Banner files is a .txt files that is displayed when a user first logs into a network device using
the command line interface (e.g., a company name, device name). You must first create the file,
then assign ("push™) the file to devices on the network.

Captive Portal Files

Captive Portal is a configurable option within the Access Guardian application that allows web-

based clients to authenticate through switch using 802.1x or MAC authentication via a RADIUS
Server. When the Captive Portal option is invoked, a Web page is presented to the user device to
prompt the user to enter login credentials.

Creating a File
Follow the steps below to create a new Banner file.

1. Click on the New button. The "Create Switch File Set" pane is activated.
Creating a Switch File Set

2 Dmnivista 2500 - Application: Resource Manager Window:0 ] =10] x|
File Applications View ResourceManager Help
1 T2 A
BackupPRestore | Upprade Image | Imentory | Switch File Set
Switch File Set List o2 [SEE
Filg Set name File Set Description File Seltypa File List
Create Switch File Set
File Set name: | File Set Description:
File Set type:  Capitee Portal -V
Files Table E! E‘i [
Filg Mame Evtension | Extension Allowed | Size | Last updale wser Last update time
-
Al
Import
-
i ]
0K Default Cancel Help
-
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2. Enter a File Set Name and File Set Description.
3. Click the OK button, then click Apply.

4. You can also add a file from your desktop by clicking on the Add button and locating and
saving the file. You must rename the file to correspond to one of the pre-configured file names
listed in the files table.

5. When you have created the file(s), you can push (assign) the files to devices on the network.

Note: You can also import files from a device on the network to your server, the push
(assign) them to other devices on the network.

Importing Files

You can also create files by importing them from other switches on the network. Enter a name
for the file set in the "File Set Name" field and a description in the "File Set Description” field.
Click the Import button and select a switch with the files you want to import. The file set will
appear in the "Switch File Set List".

Assigning a File

Follow the steps below to send the Captive Portal files to a switch or set of switches.

1. Select the file set you want to assign from the Switch File Set List".

Switch Fileset Tab - Assign
2 Dminivista 2500 - Application: Resource Manager  Window:0 =10 x|

File Applications View ResourceManager Help

11 Ell=| i A
m == &0 |8 IEEE 2
BackupRestore | Upprade lmage | Imentory | Swillch File Set
Switch File Set List rz[2[ G EHE
File S61 name File Sef Degcription File Set bpe Flile Ligt
Bannari Bannar File Banner
CaptivePortall Captive Portal File Capiiea Poral

a

Wil ..‘:uwﬂ‘cllFilz Sl

File Sel nama:  Banner File Set Descriplion: Banner File
File Sat typa:
Files Table [SIEEEA
Fila Mama Exlension | Exiension Allowed | Size | Last updale wser Last update time Switch Path |
Hew Eddit Lipdate Delete A ASSHN.- Help

&

2. Click the Assign button. Page 1 of the "Assign File Set" Wizard appears.
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Assign Fileset Wizard - Page 1

2 hssin Switch File Set Configuration
Fvallatie Devices Dirdces 1o b added:
Mame Mm% | Mama | Address | OMSMame | Type | Version
Efnia-LiT4% ) 10.255.11.30 |
DS6BSO_48K 1521025511152
el arget 10035511.159
lanswitch 10.255.11.203
(AW 227 10.255.11.237
Hanak_129 i 10.255.11.229
lanswitch_NNNNN (1025511230
Haw_231 10.25611.231
| QoS-EF1 10.25511.232 |
| QaS-H1 10.255.11.233 T 1
La-0UT: 10355.11.34 == J
L2-0UT1 1025611235 il
FAWK_126 10.25511.238 |__s<Bomow |
| QoS-HP1 10.25511.237
Add Al >>
L2-DuUT1 10.255.11.239 12, e
OS9E0F __ |10255135 | [ << Romovenn |
KHUBEWTS0-ROD-DTX (102551311 | L———
no-name 10.255.13.26
HGE net_Walnul_8700 [10.35513.34
wiTarged 103551365
no-nama = 1035513131
[CoreSwikchgs00 1025513142
| SRk 4E-BRS0-48 10.35513.185
wiTarged 10.25513.200
‘ [ |k ] n T+
< Hack |[ Newi> | Apply || Close H Help

3. Select the switch(es) to which you want to send the file set and click the Next button. Page 2
of the "Assign File Set" Wizard appears.

Assign Fileset Wizard - Page 2

@ fusign Switch File Set Condiquration

Solecled Drvices
VSOGA0 (10.255.13.5)

Swilchos:
Filz Sel name | File Set Descriplion | File Sat ype | File List
Banair |Bannar Filg |Bannec il
Select Action

@ pssign ) Bemove Al

- Message Area
[7:10:46 FH] > Starc sending files from File Set - Banmerl to switch: 1D.255,13.5... =l
[#:10:47 PH] > Switch File Set - Bannerl successfully spplied to switch: 10.255.13.5.
[7:10:47 FH] > Finished assigning Switch File Set - Bamnerl to specified switches.
-

[ "W_H Mext > !;_m i| Chise “ Help ]

4. Click the Apply button the send the files to the switch(es).
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